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1 ABOUT THIS MANUAL

This manual is intended to provide an overview of the web based communications screens shipped
standard with the JNIOR and available for monitoring, controlling and configuration. This manual also
assumes that the JNIOR IP settings have been properly configured and that the JNIOR is connected to
your Ethernet network or computer. Additional information on how to properly configure and set up
communications with your new JNIOR is provided in the Getting Started Manual and/or the JNIOR
Support Tool Manual.

2 INSTALL JAVA SOFTWARE

The JAVA software (Sun Microsystems) plug-in is required to allow your web browser to run the JNIOR
Java Applet. This software is already installed on many computers. If you do not have it on your PC,
please go to www.java.com to download the latest JAVA software or verify that you already have it
installed.

Simply install the software as directed by the instructions provided by Sun Microsystems.

Note:

If you do not have the proper JAVA version installed then you should be alerted when
trying to view the Java Applet. You should then be directed to www.java.com to
download this software.

JNIOR A Network 1/0 Resource 1
Web Based Interface Manual — Release 3.1


http://www.java.com/
http://www.java.com/
http://www.java.com/
http://www.java.com/

INTEG Process Group, Inc.

3 LOGGING ON TO THE JNIOR

You can access the Java Applet Configuration Page by launching it locally since it is installed as part of
the JNIOR Support Tool. The security concerns over java applets are not present when launching the
Java Application locally. Here is how to access the Java Applet for a INIOR.

First, make sure you have the support Tool downloaded. Once that is done, you'll want to open it and
find the JNIOR you wish to access the Java Applet for in the Beacon tab. Then by right clicking it, you’ll
then go to Tools/Classic Monitor, Configuration, Control Application option and select it.

Query *

Configure [

Toals 4 | Open Weh Page
JMIOR List 4 Open Telnet
Reboot Open FTP

| Open Classic Monitor, Confiqure, Contral Application)

Open Task bManager Spplication
Macro Execution

Showr JniorSysLog

Set Tirme

Once the applet begins to load it should be displayed within 30 seconds depending on the network and
other activities the JNIOR is handling. After the Java Applet is loaded, the user is asked to login with a
valid username and password. After selecting this, the Java Applet for your JNIOR should open.

|f_.:' JNIOR Model 310 - Utility Applet {monitor, configure, control) - Windows Internet Explorer

o~ |&] htpisri0.0.0.201 |

File Edit Wew Favorites Tools Help

9y @hf @8 INIOR Model 310 - Utiity Applet {manitor, configure, ... | |

JNIOR
| WO Controd | Confgusr athon Registry Edilor Commmand Line  Applcabons About
lrstee rial Extornal

INPUTS
- T o
Co R ll..:-:."- R ALy
z2- - ow
R R Al g
3= : - Login
R o R User Name ||
LS N Password |
R HOouwrs R
- e I
Cou R R -
.- T om
C.on R R Alpems
7o T om
R R AlpaTris
s- - o
Cou R R ALy
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The default username and password recommended for the initial INIOR configuration is:

Username jnior
Password jnior

There are three different levels of access rights to the INIOR web page based upon your username and
password. Depending upon which username you log in as, you will see different tabs/functions available
on the java Applet.

1) Admin — provides the user with Monitor, Control and Configuration capabilities
2) User — provides the user with Monitor and Control capabilities
3) Guest — provides the user with Monitor only capabilities
The access rights are defined based on the user ID given to the user as follows:
1) User ID = 128 provides Admin level rights
2) User ID = 64 provides User level rights
3) User ID =0 provides Guest level rights

The INIOR is shipped with four standard usernames and passwords as follows:

Username Password Rights Level
jnior jnior Admin (128)
admin admin Admin (128)
user user User (64)
guest guest Guest (0)

Usernames and passwords can be added and deleted from the JNIOR using the command line interface
available via the java Applet (Command Line tab), a Telnet session or via the serial port connection. The
“useradd” command will add users and the “userdel” command will delete. Please type the command
and help after it (>useradd help) for further instructions.

Automatic Login

The JNIOR webpage can be set to login automatically under any one of the three “rights levels” (0, 64 or
128) by implementing and setting the Anonymous Registry Key via the Configuration tab on Java Applet
Configuration Page. On the Configuration/Misc Tab is the JNIOR Server Anonymous User field. Please
type in 0, 64 or 128, depending upon the level of access you want to occur automatically when the java
Applet loads, and click the Save Configuration button at the top. The Configuration tab is described later
in this manual.

JNIOR A Network 1/0 Resource 3
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10 Control | Configuration |/ Registry Editor r Command Line rnpplicatiuns r About |

| Refresh Current Tab |
( Display r Input [ Output r Alarm Management r Events Management r Slaving rIP Config rMisc.
Title | value |

Device Description JMIOR
ServiceHost IP
Enahble logging to the fjniorio log file ]
AMIOR Server part number 9200
JN|OE_SMMH =Tat=tall=Tu|
IMIOR Server Anonymous User 128 >

na e -agn = — |
Modhus Server Port 502
Modbus Serer Lagin enabled

Even though the java Applet automatically logs in at the defined rights level, you can click on the “Login
as Different User” text in the lower right hand corner of the java Applet to get the login and password
prompt. You can then enter any valid username and password and the java Applet will give you the
appropriate rights and capabilities. You can disable automatic login by going to the Configuration/Misc
Tab and deleting the value saved in the JNIOR Server Anonymous User field.

It is recommended that this username and password be reconfigured prior to installation. The JNIOR
default username and password is well-known and unwelcome users will be able to access your JNIOR
with Admin privileges. Note that you must be an Admin user to add or delete usernames from the
system.

Please see the Command Line Communications Manual for instructions on how to configure
usernames and passwords, and how to assign privileges.

4 LOGGED ON AS “ADMIN” PRIVILEGE LEVEL

After you successfully log onto the JNIOR as an “Admin”, you will be granted access to special functions
in the applet. The image below shows you the tabs that you will be presented with as an administrator.

'O Control rConﬁguralion r Registry Editor rCOmmand Line rAppIications r About |

r(lntemal |/Exterr|al |

The following sections describe each tab in more detail.

4.1 “]/O Control” tab

Under the “I/O Control” tab will be a second row of tabs. These tabs refer to the Internal and
External devices.

4.1.1 Internal Devices

Internal devices refer to the 8 digital inputs and 8 relay outputs included as part of the INIOR.

JNIOR A Network 1/0 Resource 4
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4.1.1.1. Input Device Block

The input block shows the inputs that are internal to the JNIOR. The following screenshot
shows two sample inputs.

Description

State

Latching

Counter

Hour Meter

Alarms

7 - Latch Test (25) Latched  Clear Latch
Counts Hours

112 ’? 1510 |
8 - Pump #1 - Stopped

aprn ’? Hours | Alarrns

10 FE.62 Alarm1:7 Alarm 210

The text in the blue shaded area is the Input description. This can be any
text you wish and it is configured under the Configuration — Input/Output
tab, but text that is longer than the given space will not be displayed.

Either a green or red box that corresponds to the state of the input. The
default is green for closed and red for open but in the lower left corner of
the Configuration — Display tab, these colors can be inverted. The text
displayed in this box can be configured under the Configuration —
Input/Output tab.

Latching means that once the input goes high, it will stay high within the
software no matter what happens to the actual input. You can clear the
latch by clicking the “Clear Latch” link or it can be set to reset after a user
defined time has expired as defined in the Configuration — Input/Output tab.

Displayed in the lower left of the box. There are options for the counters
like setting the display units. In this example, the display unit is set to
“Counts” and “gpm”. You can reset the counter by pressing the “R” to the
right of the counter value.

The hour meter is a counter that relates to how long the input has been
high. Although the actual usage is timed in milliseconds, the display only
gets updated once every 1/100 hour. This is equal to 36 seconds. You can
reset this value by pressing the “R” to the right of the value.

The alarms for the inputs show two limits, a high and a maximum. If the
alarm is not triggered then it displays in green. If the first alarm is triggered
it turns orange. If the second alarm is triggered it turns red.

4.1.1.2. Output Device Block

T -Slave Test - Slaved
Hours & Slaved To
18.81 din1
8 - Aux Fan Mot Spinning.  Toggle
Hours
70,04 |

The output block shows the outputs that are internal to the INIOR and is identical to the
input block with respect to the description, state, and hour meters. The exceptions are as

follows

JNIOR A Network 1/0 Resource
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Toggle Button  There is a “toggle” button so that you can control the

[ Togae_ll

output. If you click this button then the state of the e
output will change to the opposite state that it Close
currently possesses.
Tog Toggle
If you “right click” this button then you will have the Pulse
option to Open, Close, Toggle or Pulse an output. If = you
select the Pulse option, you will be asked to enter the pulse duration in
milliseconds.
Slaving If slaving is set up then you will see a label that will say “Slaved To” as

above. This means that this output will watch for changes on another input
or output whether on this JNIOR or another JNIOR. Slaving is set via the
Configuration — Slaving tab.

4.1.2 External Devices

External devices are an option with the JNIOR that provide you with a means to add analog
signals (4 — 20 mA, +/- 10 VDC, RTD, digital temperature sensors) or 4 additional relay outputs.
You can add up to 2 expansion modules in any combination to each JNIOR. Please see the
Analog Expansion Module manual or the 4 Relay Output Expansion Module manual for
additional details on the expansion modules and how to use the External devices tab on the
Java Applet Configuration Page.

The following screen shot shows two 4-20 mA Analog Expansion Modules connected to a
JNIOR.

JNIOR A Network 1/0 Resource 6
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jr209020174
[0 Control | Configuration |  Registry Editor | Command Line | Applications | About |

Internal External

4-20ma Analog Module 32100000002265FE
INPUTS OUTPUTS
5 -Channel 1 0.00 %
3 -Chi 11 75.00 % Set
6 - Channel 2 74.90 % anne -
7 -Channel 3 0.00 %
4-Ch 12 0.00 % Set
8 - Channel 4 0.00 % anne .
4-20ma Analog Module 56100000002367FE
INPUTS QUTPUTS
1 - Channel 1 0.00 %
2 . Channel 2 0.00 % 1 - Channel 1 0.00%| Set
3 -Channel 3 0.00 %
2-Ch 12 0.00 % Set
4 -Channel 4 0.00 % anne v e

Search Again

Login as Different User

4.2 “Configuration” tab

Clicking on the Configuration tab displays a variety of choices for configuring various functions
available in the INIOR. When you first click on a tab, the java Applet will request the latest settings
for that tab from the JNIOR. Each tab will do another refresh if you have not visited the tab for a
preprogrammed amount of time to make sure you have the latest settings. You can always click on

the Refresh Current Tab button to verify that you have the latest settings. Each of the following areas
will be described.

l/ Display rlnpmf[}utput rAIarm Management r Events Management |/ Slaving rIPConﬁg rMisc. |

4.2.1 Display

This tab provides an easy method of customizing what is displayed for each internal 1/O point
on the JNIOR. By simply checking or unchecking the box next to the desired function, you can
enable or disable the entire input or output channel, or specific functions within those channels.

Invert the Colors — The Invert the Colors on the 1/O points checkbox is used to invert the colors
displayed on the Internal Devices tab from red/green (off/on) to green/red (off/on).

JNIOR A Network 1/0 Resource 7
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jr209020174

Editor | Command Line | Applications | About |

/0 Control

Make sure you - -
SAVE your ‘ Save Configuration ‘ ‘ Cancel Changes | ‘ Refresh Current Tab
changes or

CANCEL to undo y
Inputs | Outputs

p Stow Enabled Show
er |Usage Meter| Alarms 5 Usage Meter] Controls
] ] (1] ]

ent | Events Management |/Sla|.ling rIPConﬁg rMisc. |

Channel #

[
o
i
=
=
=2

OO [ =l [ [ P [ [PD [ 5

EEEEEERER

EEEEEEEER

EEEEEEEER

EEEEEEEE

EEEEEE|EE
EEEEEEEE

EEIEEEEER)
ElEIEEEEE]

[] Invert the colors on the I/ points?

Login as Different User
4.2.2 Input/ Output

This tab provides an easy method of setting up custom naming conventions for each 1/O point,
for descriptions of each 1/O state, enabling input latching and inverting, and configuring the
counter for each point. To change any of the custom descriptions, simply highlight the desired
field and type in the new name.

JNIOR A Network 1/0 Resource 8
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JNIOR
1/0 Control | Configuration rFlegis’tryEd'rlur rCummand Line rnpplicatiuns rnhuul |
‘ Save Configuration H Cancel Changes H Refresh Current Tab
Display | Input / Output rnlarmManagemem rEvents Management |/Slaving |/IP Config |/Misc. |
Input Configuration
: o Latch Counter
ding Description On Text Off Text Invert | Dehounce Latch| Tirme Uiiie Multiplier |Samp|
din1  |Digital In 1 Closed apen L] |zo0 [] Caunts
din 2 |Digital In 2 Closed apen L] |zo00 [] Caunts
din 3 |Digital In 3 Closed apen L] |zo00 [] Caunts
dind |Digital In 4 Closed apen L] |zo00 [] Caunts
din & |Digital In & Closed apen L] |zo00 [] Caunts
din & |Digital In & Closed apen L] |zo00 [] Caunts
din 7 |Digital In 7 Closed apen L] |zo00 [] Caunts
din & |Digital In & Closed apen L] |zo00 [] Caunts
1] Il | IC
Output Configuration
rout# | Description 0on Text Off Text Initial State | Force Pulse
rout 1 |Relay Out1 Closed Qpen
rout 2 |Relay Out 2 Closed Qpen
rout 3 |Relay Out 3 Closed Qpen
rout 4 |Relay Out 4 Closed Qpen
rout 5 |Relay Out b Closed Qpen
rout B |Relay Out 6 Closed Qpen
rout 7 |Relay Out T Closed Qpen
rout 8 |Relay Out 8 Closed Qpen

Login as Different User

Input Configuration

Description — The Description field is the text that will be shown on the “I/O Control” screen for
the description of the associated digital input point. If too many characters are entered on the
“Input/Output” tab than can be shown in the space on the “I/O Control” screen, they will not be
visible on the “I/O Control” screen.

On Text — The On Label field is the text that will be displayed for the associated Digital Input on
the “I/O Control” screen when the input is “On” (high or voltage is applied). If too many
characters are entered on the “Input/Output” tab than can be shown in the space on the “I/O
Control” screen, they will not be visible on the “I/O Control” screen.

Off Text — The Off Label field is the text that will be displayed for the associated Digital Input on
the “I/O Control” screen when the input is “Off” (low or no voltage). If too many characters are
entered on the “Input/Output” tab than can be shown in the space on the “I/O Control” screen,
they will not be visible on the “I/O Control” screen.

Invert — The Inverted checkbox is used to invert the internal state of the input, opposite the
actual state of the hardware input. For example, normally, if voltage is detected at the digital
input, the internal state and the “I/O Control” screen will show “On” (true). However, if the Invert
Input checkbox is checked, when voltage is detected at the digital input, the internal state and
“I/O Control” screen will show “Off” (false).

JNIOR A Network 1/0 Resource 9
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Debounce — This is a timer that is started after each input goes high and then low. The input
must go low for at least this amount of time before the counter can be incremented again. The
debounce timer is used to prevent accidental counts from a contact closure that may ‘bounce’
open and then closed, providing false signals. The debounce timer is entered in milliseconds.
The default value is 200 milliseconds. Changing the value to O eliminates the software
debounce timer and the debounce is then only a function of the hardware circuitry. A 0 value
may allow counts as fast as 2000 times per second.

Latch Checkbox — The Latch checkbox is used to turn the latch function on or off. If the box is
checked, the input latching feature is turned on. The latching function keeps the input in the
“On” state even after the input voltage is removed.

Latch Time — The time in seconds (0.1 equals 100 milliseconds) that an input remains latched
before being automatically reset. A value of 0.0 will require the User to separately reset the
latched input. The default is 0.0 seconds.

Counter Units — This configures the units display on the “I/O Control” screen. By default the
units are “counts” but this might be used represent other items or rates depending on the
specific configuration.

Counts Multiplier — When the Count Multiplier is set to 0.0 (default) the absolute counter value
will be displayed. When a non-zero Multiplier is specified then the value is used to scale the
counter value for display. The scaled counter value is also used for the count alarm trigger
points.

Counter Sample Time — Counts accumulate until reset separately by the User using the Java
Applet or other application. This is the case when SampleTime is 0.0 (default). When a non-
zero Sample Time is used the counter displays the total count accumulated during that period (in
seconds). For instance, with the appropriate combination of Multiplier and Sample Time the
counter can display RPM for a strobe input.

Output Configuration

Description — The Description field is the text that will be shown on the “I/O Control” screen for
the description of the associated relay output point. If too many characters are entered on the
“Input/Output” tab than can be shown in the space on the “I/O Control” screen, they will not be
visible on the “I/O Control” screen.

On Text — The On Text field is the text that will be displayed for the associated Output when the
output is closed (energized/turned on). If too many characters are entered on the “Input/Output”
tab than can be shown in the space on the “I/O Control” screen, they will not be visible on the
“I/O Control” screen.

Off Text — The Off Text field is the text that will be displayed for the associated Output when the
output is open (not energized/turned off). If too many characters are entered on the
“Input/Output” tab than can be shown in the space on the “I/O Control” screen, they will not be
visible on the “I/O Control” screen.

Initial State — This is the ‘state’ that each output will go to when the JNIOR is rebooted and will
remain in that state until commanded to go to a different state. The following values are
acceptable:

Blank — Output will be ‘off’ after reboot

JNIOR A Network 1/0 Resource 10
Web Based Interface Manual — Release 3.1



INTEG Process Group, Inc.

0 (zero) — Output will be ‘on’ after reboot

Non-zero number — output will be ‘pulsed on’ for this many milliseconds

Force Pulse — By setting this key to a ‘non-zero value’, whenever the output receives the ‘close’
command, the output will instead ‘pulse’ the output for this many milliseconds. This feature is
helpful if a remote computer system has only implemented the ‘close output’ command. Each
individual output can be configured to respond as a ‘pulse’ instead of a ‘close’.

NOTE: If the Initial State value is set to 0, then the Force Pulse function CANNOT be
used. The following will be displayed when you click on the Save Configuration button.

4.2.3 Alarm Management

The JNIOR can be configured to generate certain responses to different alarm conditions.
These alarm conditions can be enabled, configured and customized based on your specific

requirements. Below is a description on how to customize these alarm conditions and
responses for each alarm type.

JNIOR A Network 1/0 Resource
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. Set up
jr209020 Counter

|10 Control || Configuration | Registry Editor | Command Line \ Alarms

N
‘ Save Configuration ‘WH Refresh Current Tab ‘
/ N\

[ Display | Input/Output | Alarm Management | Events Managem?f I Slaving\@{:onﬁg | misc. |

Transition Alarm Counter Alarm 1 Counter Alarm 2
ding Email Email Email

Enable | Invert | capie | profie | Limit e able|  Profile | Limit e aple | Profile | |

=
—
—4&
=
—
[

[=1l=11=11=]1 =] 1=1l=]10~]

oooaaolo o o

Enable a
Transition
Alarm

Configure an
email
response

Configure an
email
response.

Il | [»

| Loain as pifferent user

Transition Alarm

Transition Alarms can be configured to illicit a response from the JNIOR any time an input
changes state.

Enable — The enable checkbox is used to enable a Transition Alarm for the corresponding input.

Invert — In the normal state, the Transition Alarm will be triggered when the input goes from low_
to high. When the “Invert” checkbox is selected, the alarm will be triggered when the input goes

from high to low.

Email Enable — Set to enable an email response when a Transition Alarm is triggered.

Email Profile — Drop-down menu containing all email profiles that have been established. The
email profile that you select is the one that will receive the response to the triggered alarm.
Please see the next section (Events Management) for instructions on how to set up an email
profile.

Counter Alarm

Counter Alarms can be configured to illicit a response from the JNIOR any time an input
changes state greater than or equal to (>=) the “Limit” value that has been configured.

Counter Alarm 1

JNIOR A Network 1/0 Resource 12
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AL 1 — Set to enable a Counter Alarm for this input point when the absolute count equals or
exceeds the Alarm 1 Limit count value.

Limit — This defines the trigger point for the Counter Alarm when enabled by Alarm 1. If scaling
is configured for the counter, then a scaled alarm limit is used.

Email Enable — Set to enable an email response when Alarm 1 is triggered.

Email Profile — Drop-down menu containing all email profiles that have been established. The
email profile that you select is the one that will receive the response to the triggered alarm.
Please see the next section (Email Management) for instructions on how to set up an email
profile.

Counter Alarm 2

AL 2 — Set to enable a Counter Alarm for this input point when the absolute count equals or
exceeds the Alarm 2 Limit count value.

Limit — This defines the trigger point for the Counter Alarm when enabled by Alarm 2. If scaling
is configured for the counter, then a scaled alarm limit is used.

Email Enable — Set to enable an email response when Alarm 2 is triggered.

Email Profile — Drop-down menu containing all email profiles that have been established. The
email profile that you select is the one that will receive the response to the triggered alarm.
Please see the next section (Email Management) for instructions on how to set up an email
profile.

Usage Meter Alarm

The Usage Meter Alarm (see screen shot on next page) can be configured to illicit a response
from the JNIOR any time an input is in the high state (on) greater than or equal to (>=) the
amount of time (in hours to 2 decimal places) configured in the “Limit” field.

UM — Set to enable a Usage Meter Alarm for this input point when the usage timer equals or
exceeds the Usage Meter Limit count value.

Limit — This defines the trigger point for the Usage Meter Alarm when enabled.

Email Enable — Set to enable an email response when a Usage Meter Alarm is triggered.

Email Profile — Drop-down menu containing all email profiles that have been established. The
email profile that you select is the one that will receive the response to the triggered alarm.
Please see the next section (Email Management) for instructions on how to set up an email
profile.

JNIOR A Network 1/0 Resource 13
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jr209020174
I'0 Control | Configuration r Registry Editor r Command Line r Applications r About |
‘ Save Configuration | | Cancel Changes ‘ | Refresh Current Tab
f Display r Input | Qutput rmaml Management r Events Management r Slaving rIPConﬁg |/I'.I'Ii5c. |
Counter Alarm 1 Counter Alarm 2 Usage Meter Alarm
il o Email o Email - Email
Profile AL | Limit Enable Profile ALZ | Limit Enable Frofile UM | Limit Enable | Profile
[ ] ol [ [ ] o [] v |2.25 v [INTEG
L] o Ll L] o [ L] L]
L] o Ll L] o [ L] L]
[] o [ L] o [] L] L]
[] o [ L] of 0O L] L]
[] o LI L] o [ [ ] L]
O o [ [ o [ £ [
L] o LI L] o [ [ L& A
Enable a —~
Usage Meter Configure an
Alarm email
response
4] Il [»
' Loagin as Different User

4.2.4 Events Management

The JNIOR can send email messages in response to certain events. Any number of unique
email messages can be defined for use as the situation requires. Multiple unique email profiles
can be configured by the user, and may be separately referenced and used as the situation may
require. The email system can be used in conjunction with the Task Manager program.

The JNIOR acts as an email client, but it does not need an email server for it to deliver an email
to the recipient. To use the e-mail feature, you must make sure that the DNS (domain name
server) value is set in the JNIOR IP configuration and that the JNIOR has access to the Internet.
You can leave the mailhost IP address blank in the INIOR IP configuration. When the JNIOR
sends an e-mail, it will take the domain name from the email “to address” (or cc or bcc) and
resolve the IP address of the domain (for example, integpg.com) and then deliver the e-mail
directly to that recipients e-mail server. You can adjust the JNIOR “from address” by modifying
the hostname and domain name via the JNIOR Support Tool (Beacon tab — Hostname and
Configuration selections) or the Command Line tab or a Telnet session. For a JNIOR “from” e-
mail address of INIOR@integpg.com, the hostname would be JNIOR and the domain would be
integpg.com.

You can verify an e-mail was sent or view a ‘negative’ response from the recipient by checking
the jniorsys.log file via the Command Line tab and typing cat jniorsys.log

Add Email Profile
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To begin adding a new Email Profile, press the “Add Email Profile” button. A popup box will
appear asking you to name your new profile. Enter your desired name, and then press the OK
button. NOTE: Spaces are not allowed.

jr209020174

'O Control | Configuration r Registry Editor |’C0mmand Line rAppIicaﬁons rhboul |

| Save Configuration H Cancel Changes H Refresh Current Tab

r Display r Input | OQutput rAIarm Management r Events Management r Slaving rIPConﬁg rl.'lisc. |

Event Mame |Enabled Profile
On Boot L
on Alarm w] |=default=
On Alarm v] |=default=
0on Alarm?2 v] |=default=
On Usage lv] |=default=
0on Config []
<default> I INTEG |
INTEG [To Adc B
CCAd
BCC A & Enter the name of the new profile
Subjet Ho spaces allowed
Messz | |
Mess:
HTML | oK | ‘ Cancel |
Aftachi

| Add Email Profiled—""

[ Remove Email Profile ‘

Click to Add
an Email
Profile.

- .
[ Login as Different User Your

new profile should appear in the list of available profiles in the column on the left of your screen.
Select your new profile to configure it.

NOTE: If you do not configure the new Email Profile, then the profile will not be saved.

JNIOR A Network 1/0 Resource
Web Based Interface Manual — Release 3.1

15



INTEG Process Group, Inc.

jr209020174
10 Control | Configuration |/ Registry Editor |/ Command Line rAppIic.ations |/ About |

‘ Refresh Current Tab

[ Display | Input/Output |* Alarm Management |  Events Management | Slaving | IP Config | Misc. |

Event Name |Enabled Profile
On Boot []
on Alarm v|] [=default=
On Alarm W] |=default=
On Alarm?2 v] |[=default=
On Usage v] |=default=
On Config []
zdefault= INTEG
INTEG | To Address JMIORsales@integpg.com
CC Address
BCC Address
Subject Hello from the JNIOR
Message
. Message File
Select which HTHML Message File
proflle_ you Aftachments
would like to

edit.
Enter the email
addresses,
message, and
any files you
wish to attach.

Click to
Remove an
Email Profile.

Add Email Profile

Remaove Email Profile

I Login as Different User

You may now enter the information to customize this profile for your specific use.

NOTE: The only required information is the “To Address”. For all other information,
default settings will be used as appropriate.

To Address — In this field, enter one or more destination email addresses that are to be
associated with this profile. The form of the email addresses should be of the form
user@domain.com. Multiple email addresses can be entered in this field by separating them
with commas.

CC Address — In this field, enter one or more email addresses that are to receive this email as a
CC: recipient. The form of the email addresses should be of the form user@domain.com.
Multiple email addresses can be entered in this field by separating them with commas.

BCC Address — In this field, enter one or more email addresses that are to receive this email as
a BCC: recipient. The form of the email addresses should be of the form user@domain.com.
Multiple email addresses can be entered in this field by separating them with commas.

Subject — In this field, enter text that will be sent as the Subject line used with the message.
JNIOR requires that a Subject be defined for all messages.

NOTE: If the Subject line is left blank, INIOR will utilize a default Subject that will indicate
the type and source of alarm.
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Message — In this field, enter text that will be sent as the Message content of the email. This
can be used in conjunction with a Message File and the text defined here will appear as a prefix
to the content of the file. The content of the file is inserted into the email body.

NOTE: If the Message is left blank, JNIOR will utilize a default Message that will indicate
the type and source of alarm, including values for counters, etc.

Message File — This defines the file containing the textual Message content to be included in the
email. If separate Message text is supplied, the content of this file will be appended to that text
in the message.

HTML Message File — This defines the file containing the Message content which is assumed to
be defined using valid HTML coding. If the file exists, this supersedes the Message File
specification. If separate message text is supplied, the HTML content will be appended to that
text and therefore the separate text must comply with the HTML structure.

Attachments — This lists one or more attachments (file names) to be sent with the email
message.

NOTE: Files to be used or attached for the Message File, HTML Message File or
Attachments, can be located in any folder (directory) on the JNIOR and must be entered
as /foldernameffilename.ext. If the file is in the root directory, then the folder name is not
required and you would enter filename.ext.

Remove Email Profile
You may remove any Email Profile that you have created. From the list of profiles on the left of
the screen, simply click on the profile that you would like to remove. Press the button “Remove

Email Profile”. A message box will appear asking if you are sure you would like to remove the
selected email profile. Press OK if you are sure you would like to continue with the operation.

JNIOR Event Handler

Several “system level” events can be activated plus configured to send an e-mail as follows.
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jr209020174
110 Control | Configuration r Registry Editor r Command Line rAppIicatiDns r About |
‘ Refresh Current Tab
rDispIa',' rlnput [ Output rAIarm I‘.'Ia/ Check to \ement r Slaving rIP Config rF.ﬂisc. |
Event Name [Enabled Pro er_]lable an
On Boot L] email response
Cn Alarm v] default= to the event.
On Alarm v|] |=default= \
Qn Alarm2 [v] =default= \
onUsage v|] |=default= )
On Caonfig [] [+ Select which
profile to be

=default> <default> as?r(:CIated ;N'th
INTEG INTEG o € event.
OnConfig OnConfig

Do AOUTE

Subject JMIOR 209 Caon E

lMessage

lMessane File

HTML Message File

Attachments jniorsys.log

Add Email Profile
Remove Email Profile

On Boot — When “Enabled”, JNIOR will send a notification to the specified Profile upon complete
of the JNIOR boot sequence. The jniorboot.log file can be an attachment in the e-mail profile.

[ Login as Different User

On Alarm — When “Enabled” (default is enabled), JNIOR will send a notification to the specified
Profile (“default” profile is default) upon occurrence of any and all Alarm types unless otherwise
specifically overridden by other entries for individual alarms.

On Alarm1 — When “Enabled” (default is enabled), JNIOR will send a notification to the specified
Profile (“default” profile is default) upon occurrence of any and all Counter Alarm type 1 alarms
unless otherwise specifically overridden by other entries for individual alarms.

On Alarm2 — When “Enabled” (default is enabled), JNIOR will send a notification to the specified
Profile (“default” profile is default) upon occurrence of any and all Counter Alarm type 2 alarms
unless otherwise specifically overridden by other entries for individual alarms.

On Usage — When “Enabled” (default is enabled), JNIOR will send a natification to the specified
Profile (“default” profile is default) upon occurrence of any and all Usage Alarms unless
otherwise specifically overridden by other entries for individual alarms.

4.2.5 On Config — When “Enabled”, JNIOR will send a Configuration Change
Notification to the specified Profile (“default” profile is default) when configuration
changes are made and settings altered in the JNIOR Registry.

Slaving

Each JNIOR Relay Output can follow another Digital Input or Relay Output located on the same
or different JNIOR. In this case, the relay output that is “tracking” another 1/O point is said to be
slaved to the master I/O point. With proper configuration, two or more JNIOR devices can be set
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up as an I/O relay across the Ethernet network. In this case, an input on one JNIOR can control
the relay output on the other JNIOR. Multiple JNIORs can be involved.

Description and function of each column on the Salving tab.

Relay Output — Defines the relay output point on this JNIOR that will be the “Slave” in the
process. The defined Master I/O point will control this point.

Slaved to 10 Point — Defines the “Master” I/0 point that will control the “Slaved” output. Use the
pull down to pick the input or output to be the “Master” that will control the “Slaved” output.

NOTE: If the master I/O point is on the same JNIOR as the relay output, you do not need
to do any further configuration. Proceed to clicking on the Save Configuration button and
when asked to reboot, say yes if ready (See inset screen shot below).

jr209020174
| 4O Control | Configuration | Registry Editor | Command Line |  Applications | About |
‘ Refresh Current Tab
[ Display | Input/Output | Alarm Management | Events Management | Slaving | IP Config | Misc. |
Relay Cutput Slaved to /O Point | atIP Address over Port using User Mame and Passwaord
rout 1 |+
rout 2 din1 -
rout 3 dinz
rout 4 din3 L
r-JI.ItE dind
rout & ) -
rout? d!nﬁ
rout & dinG
din7
ding A
Remove Selected Slaved IO
gt | Outpat Alarm Management Everils Llanagetment Slaving P Config (ALY,
e b Poinl | IP AQGress et Pon using User Name and Passworng
N2
|4
— @ This action requires a reboot. VWould you like to reboot now?
Press no if you are going to reboot later. ==

Selectod Slaved

After your reboot, the slaved output will be indicated on the Java Applet Configuration Page.
The master 1/O point will be indicated with ‘localhost’ for an 1/0 point on the same JNIOR. The
Toggle button for this output will be disabled.
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jr209020174
[r 110 Control I’Conﬁguration r Registry Editor r{:ommand Line rAppIications r About |

Internal External

INPUTS

oumre—
1- Digital In 1 - Open 1-Relay Ou( Copen
ours
ol

Counts Hours Alarms Slaved To:
a 0.00

din2 : localhost

2 - Digital In 2  Open 2 - Relay Out 2
Counts Haours Alarms Hours E
0 0.00 0.00

If the Master 1/0O point is NOT on the same JNIOR, then you will need to continue to enter the
appropriate information in the rest of the columns as follows:

at IP_Address — This entry defines the hostname or IP address of the master INIOR. This will be
processed through the DNS if necessary (if a hostname URL is used). (If left blank, then the
JNIOR will use the I/O point on the JNIOR itself and automatically indicate “localhost” in this
field.)

Over Port — Defines the port over which the master JNIOR protocol is communicating from the
master (remote) JNIOR. 9200 is the default INIOR protocol connection port, but can be
changed by the user. (If using an I/O point on the JNIOR itself, then this field is left blank.)

using User Name — This entry defines the username of a valid user on the master (remote)
JNIOR. The default username with administrative rights is ‘jnior’. (If using an I/O point on the
JNIOR itself, then this field is left blank.)

and Password — The valid password associated with the above username. JNIOR must be able
to successfully log into the master (remote) JNIOR in order to track its I/O. The default password
for the jnior username is jnior. (If using an I/O point on the JNIOR itself, then this field is left
blank.)

After Saving Configuration, a Reboot is required to have the slaving take effect.

0 Control [ Configuration r Registry Editor r Command Line rAppIications r About |

‘ Save Configuration H Cancel Changes H Refresh Current Tab

|/Displa',' |/Input.|' Output |/Alarm Management rEvents Management |/Slaving rIPConﬁg rF.ﬂisc. |

Relay Qutput Slaved to 10 Point | atIP Address over Part using User Mame and Passwaord
rout 1 din2 localhost
rout 2
rout 3
rout 4 din 10.0.0.200 9200 linior linior
rout 5
raut 6
rout 7
rout 8

After your reboot, the slaved output will be indicated on the Java Applet Configuration Page.
The master 1/0O point will be indicated and the IP address of the remote JNIOR. The Toggle
button for this output will be disabled.
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[ WO Control | Configuration |  Registry Editor | Command Line | Applications |  About |

Internal External

INPUTS QUTPUTS

1 - Digital In 1 1-Relay Out 1

Counts Hours Alarms Hours Slaved To:

0 0.00 0.00 din2 : localhost
2 - Digital In 2 ~ Open 2 - Relay Out 2 RGBS Toogle |
Counts Hours Alarms Hours

a0 0.00 0.00

Counts Hours Alarms Hours
0 0.00 0. DD

3 - Digital In 3 ~ Open 3 -Relay Out 3 RGBS Toggle |
4 - Digital In 4  Open 4 -Relay Out
Counts Hours Alarms aurs q|3vEd To:

0 0.00 DD din1 :10.0.0.200

5 - Digital In 5

Counts Hours &
0 0.00

Alarms H:|L|rs
000 |R

Cancelling a Slaved Output

To remove a slaved I/O point entry, you must first click on the output in the first column to be
removed. Next, press the “Remove Selected Slaved I/O” button. This will clear all of the fields
in the selected row, thereby removing this entry. Then press the “Save Configuration” button.

Changes will be active upon reboot of the JNIOR.

4.2.6 IP Config

This screen gives the user a way to view the JNIOR IP configuration. Changes to the JNIOR IP
configuration must be done via the INIOR Beacon application or from the Command Line tab, a
Telnet connection or a serial portl connection (via the RS232 port). This tab is VIEW ONLY.
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jr209020174
'O Control | Configuration r Registry Editor |/ Command Line rAppIications r About |

‘ Save Configuration || Cancel Changes H Refresh Current Tab

rDisplay rlnput.-'Uutput |/Alarm Management rEvents Management |/ Slaving rIPCOnﬁg |/r'.'1isc. |

Title Value

+% HOTE **
This tak is for wiewing only. To make changes please nse the Command Line tak. Please refer to
the documentation for assistance.

Login as Different User

Description of each field:

Saved Static IPv4 address — Defines the network IP address to be used with this INIOR. This
key is not valid and not used when DHCP is “enabled”. However, it will indicate the last saved
static IP address before DHCP was enabled and will become the IP address if DHCP is
subsequently disabled.

Subnet Mask — Defines the network Subnet Mask to be used with this INIOR. This key is not
valid and not used when DHCP is “enabled”. However, it will indicate the last saved static
subnet mask before DHCP was enabled and will become the subnet mask if DHCP is
subsequently disabled.

Gateway IP addr — Defines the network Gateway IP Address. This address is only required if
the JNIOR is to communicate outside its local network. This key is not valid and not used when
DHCP is “enabled”. If a Gateway is not needed, please leave this field blank.

Primary DNS — Defines the Primary DNS (Domain Name Server) IP Address used for name
resolution on the network. This key is not valid and not used when DHCP is “enabled”. This
field is required to send e-mail. If a DNS is not needed, please leave this field blank.

Secondary DNS — Defines the Secondary DNS IP Address used for name resolution on the
network should the Primary DNS not be available. This key is not valid and not used when
DHCP is “enabled”. If a DNS is not needed, please leave this field blank.
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Hostname — Defines a network name for the JNIOR and acts as part of the “from address” in the
JNIOR e-mail. By default, “jr<SerialNumber>" will be used. When an email is constructed, the
default “From” address will be HostName@Domain.

Domain — Defines the Domain Name associated with the local network. This may be used to
generate an email address such as jnior@integpg.com where the Domain is “integpg.com”.

Mailhost — Defines the address of the SMTP Mail Server that accepts email from this network.
However, a mailhost is NOT required for the JNIOR to send email messages. The JNIOR
can resolve the mail server address of the “to/cc/bcc address” and then deliver the e-mail
directly to the recipient’s e-mail server without using an e-mail server to relay the message. This
field can be left blank. This key is not valid and not used when DHCP is “enabled”.

DNS Timeout — Defines the timeout in milliseconds to be used in waiting for a response from the
specified DNS servers. The default is 5000. Setting the value to 0 allows the JNIOR to
internally specify an optimized timeout (currently set to 30 seconds). Please leave the value set
to 5000 or greater. It is not recommended to use a value of 0.

NTP Server — JNIOR can synchronize with a network time server supporting Network Time
Protocol (NTP). To utilize this capability, INIOR must be connected to a network with access to
such a server and a Gateway and DNS Server (unless absolute IP address is given) must be
defined. By default, the URLAddress is clock.isc.org andthe NTP Port is the standard
123.

4.2.7 Modifying the NTP Server

You can modify the NTP server being used by entering a new value in the JNIOR registry. The
easiest way to do this is to go to the Command Line tab (or a Telnet session or serial port
connection) and type the following:

registry IpConfig/INTPServer = URLAddress

Where the URLAddress can be a specific IP address or website.

Please note that the above line is ‘case sensitive’ and must be type exactly as above. Please
see the Registry Key Assignments document for additional details. After you type the above
command, future changes can be made from the Registry Editor tab.

If the INIOR can successfully connect to the NTP server on boot-up, it will sync its time with this

NTP server every 4 hours. The time of the last sync can be viewed on the Registry Editor tab in
the Device folder.
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f 110 Control rCnnﬁguratiun |/ Registry Editor |/ Command Line rnpplicatiuns |/ About |

Add Key Delete Folder

1/ Device/$LastNtpSuccess = Fri Nov 06 08:50:43 EST 2009 5

[y sBootTime mﬁ.wau.mw

D Shodel Device HelperLibranyWersion = 1.1.1019.1130

[Ty s5erialrumber Device/ProtocolVersion = 3.2.1016.1604

[ #wersion
o= 3 AppDatar
o= [ Beacans
o [ Devicer

D FLasthtpSuccess

You can also force the JNIOR to sync its time with the currently entered NTP server or a
temporary one by using the date command from the Command Line tab (or a Telnet session or
serial port connection) as follows:

date —n forces a sync with the current NTP server

date —n URLAddress forces sync with a temporary NTP server
URLAddress can be an IP address or website

Weh Dema /= date -n

Synchronizing time to server: clock.isc.orgsz204.152.184,72
New systen tTime: & Now 2009 14:52:26 GMT

Web Demo /> date -n 10.0.0.4

SGynchronizing time tTo server: sSerwer.integpg.local/10.0.0.4
New systen time: & Now 2009 14:52:47 GMT

Changes to the NTP server Registry Key and manual force syncs are logged in the jniorsys.log
file on the INIOR. This log can be viewed from the Command Line tab by typing:

cat jniorsys.log
4.2.8 Misc.

This screen gives the user the ability to set up miscellaneous JNIOR configuration information.
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jr¥209020174
10 Control | Configuration r Registry Editor |/ Command Line rAppIications rAbout |
| Save Configuration ‘ ‘ Cancel Changes ‘ | Refresh Current Tab ‘
r Display r Input | Qutput rAIarm Management r Events Management r Slaving rIP Config rF.ﬂisc.
Title | Walug |
Cevice Description jr209020174
ServiceHost IP
Enahble logging to the jniorio.log file Ll
JMIOR Server port number 9200
JMIOR Server Login enabled
JMIOR Server Anonymous User
Enable Mobus Server ]
Modbus Server Fort 502
Modbus Server Login enabled

[ Login as Different User

Device Description — Provides a textual description for this INIOR. The default is the serial
number of the INIOR with jr in front of it - “jr<SerialNumber>".

NOTE: The default value is also the default hostname, but changing the device
description here will NOT change the hostname. However, until you change the Device
Description, every time you change the hostname, the Device Description will change,
too.

ServiceHost IP — The JNIOR has the capability to “phone home” for support. Contact INTEG to
obtain the ‘key’ to enter in this field so that the JNIOR can contact INTEG’s office. INTEG will
then be able to view your JNIOR files, registry settings, etc. and if required, adjust the JINIOR
settings, upload new software, etc. The JNIOR must have access to the Internet and have port
8025 open through any firewalls for this feature to work.

Enable login to the /jniorio.log file — The JNIOR can provide a record of changes to its inputs and
outputs. When changes are detected, an entry is made in the /jniorio. log file. By default,
this logging feature is “disabled”. To enable logging, check the associated box.

JNIOR Server port number — Defines the IP port on which the JNIOR will listen for connections.
The default port is 9200. Changes take effect on reboot.

JNIOR Server Login enabled — By default the JNIOR protocol requires a successful login. This
setting provides a means for the user to disable the login requirement for the JNIOR. Check the
box to “Enable” login, uncheck the box to “Disable” login. It is highly recommended that the login
requirement remain enabled. Changes take effect immediately.
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JNIOR Server Anonymous User — As described in Chapter 3 (page 7) of this manual, the user
can login into the JNIOR at 3 different security levels. The user can set a value in this field of
128, 64, or 0 and then when the Java Applet Configuration Page is loaded, the java Applet will
automatically be logged in at that security level. 128 provides administrator rights, 64 provides
user rights and 0 provides guest rights. All users accessing the JNIOR will receive the same
level of access since only 1 setting is available. The default setting is ‘blank’ requiring all users
to log in. Deleting the key after it is entered will return the JNIOR to the default setting.

Enable Modbus Server — This entry can be used to disable the Modbus Server. The default
setting is “enabled”. Uncheck the box to “Disable” the Modbus Server. Changes take effect
upon reboot.

Modbus Server Port — This entry defines the TCP/IP port to be used for Modbus
communications. The default is the standard Modbus Port 502. Changes take effect upon
reboot.

Modbus Server Login enabled — By default the INIOR Modbus protocol requires a successful
login. This setting provides a means for the user to disable the login requirement. Check the
box to “Enable” login, uncheck the box to “Disable” login. Changes take effect immediately.

4.3 “Registry Editor” tab

This tab gives the user a web-based method to easily modify the JINIOR registry. The convenient file
tree at the left of the screen lists the available registry entries on the particular INIOR. By clicking on
any of the folders in the tree, you will see the registry values contained in that folder in the window on
the right side of the screen. These registry folders and values can be manipulated using the buttons

at the top of the screen. These functions will be described below.

NOTE: It is recommended that you do NOT modify your JNIOR IP configuration via the
Registry Editor. This is because certain changes require certain servers to be stopped and
started or a complete reboot. By changing your IP configuration using the JNIOR Beacon
application or from the Command Line tab, a Telnet connection or a serial port connection
(viathe RS232 port) the proper steps will automatically occur.

For a complete description of each of these registry items, please see the Registry Key
Assignments document.
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jr209020174

|/ ' Control rtonﬂguration |/ Registry Editor r Command Line rAppIications r About |

Add Key Delete Folder

=
D SBoofTime
[ sModel
[y ssenianumber
EVersion
o= 3 Device/
¢ Emailf

7 I INTEGH

EmailllINTEG/Subject = Hello from the JNIOR
EmaillINTEGToAddress = JNIORsales@integpg.com

I

Registry keys
contained in
selected
folder

[y subject
[y ToAddress \
o= [ OnConfia/
o= [ Externals/
¢ ot
¢ Inputs/
¢ 3 dint
o= ] Usage/
¢ [3 Outputs/
o= [ routts
o= [ routds
o= ] IpConfia!
o= 9 JniorSenver!
o= 3 OneWire/
o= ] WehServer/

Registry
Structure

Login as Different User

Add Key
This registry editor screen gives the user the ability to easily add new keys to the JNIOR registry.

To add a new registry key to an existing folder, click on the desired folder then press the “Add Key”
button at the top of the Registry Editor tab.

A popup box will appear, asking you to enter a name for the Registry Key that you would like to add
to the device. Once you enter the name for your new key, press the “Save” button.

NOTE: The Registry Keys are “CASE SENSITIVE” and must be typed correctly so that the
JNIOR operating system or applications recognize the key properly otherwise it will be
ignored. Please see the Registry Key Assignments document for the proper key names.

Click to
add a new

registry key
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jr2090201
|/ 110 Control rCOnﬁguration r Registry Editor rCOmmjpdﬁne rAppIications r About |
| Add Key ‘ Edit Key | ‘ Delete Folder ‘ ‘ Delete Key ‘ ‘ Refrash
3 |~ | |Device/AppletVersion = 3.1.1
D SBootTime Device/HelperLibraryVersion = 1.0.4
D ShModel Device/ProtocolVersion = 3.0.77
[ ssenialNumber
D SVersion
e Cevice/
Appletversion
HelperLibran//ersinn :
WM adding registrykey x|+
Click the folder Enter the registry key that you would like to add to Device!:

where you
would like to
add the key

|Desc |

|

[ o]

Enter the
Inputs!
$ ? SUE”SW name of your
new key

o= 9 Usage!
¢ ] Cutputs!
o= routt/
o= [ routd/
o= [ IpConfig/
o= ] JniorServer!

[]

Login as Different User

After you save your new key, a popup box will appear asking you to enter a value for your new key.
Enter an appropriate value for your new key and press the “Save” button.

Please see the Registry Key Assignments document for valid settings for each registry key.
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| Add Key H Edit Key H Delete Folder H Delete Key H Refresh

—/
D FBootTime
[y siodel
D BSerialMumber
D FVersion
¢ [ Device/
D Appletversion
D HelperLibraryWersion
D ProtocolVersion

¢ 3 Email?
o CJINTEG!

) subject
D ToAddress
o= [ OnConfig!

Device/AppletVersion=3.1.1
Device/HelperLibraryWVersion = 1.0.4
Device/ProtocolVersion = 3.0.77

cing reqistry ey

Enter the value for Device/Desc:
[INTEG JMIOR |

| oK ||Cancelk

o [ Externals/
LNl
9 3 Inputs!
¢ 3 din/
o~ ] Usage/
¢ 3 Outputs/
o 3 routt/
o= 9 routd/
o [ IpCanfig!

Enter the
value of your
new key

[4]

o [ JniarServer
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After you enter the value for your new registry key, you will see your new key inserted into the
appropriate folder in the Registry Editor. You have now successfully entered a new registry entry.

INTEG JNIOR
r 110 Control rConﬁguration r Registry Editor r Command Line rAppIications r About |
| Add Key || Edit Key | | Delete Folder || Delete Key || Refresh
=3/ | = ||DevicelAppletVersion = 3.1.1
D SBootTime DeviceiDesc = INTEG JNIOR
D Siodel DevicelHelperLibraryVersion =g.0.4
D sSerialMumber Device/ProtocolVersion = 3.0.77
D SVersion
9 =3 Device!
D AppletVersion Your new
[y Desc Registry Key
[0} HelperLibranyversion and value.
D FrotocolVersion
Edit Key

This registry editor screen gives the user the ability to easily edit existing keys in the JNIOR registry.
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To edit a registry key, click on the desired key then press the “Edit Key” button at the top of the
Registry Editor tab.

A popup box will appear, asking you to enter a name for the Registry Key that you would like to add
to the device.

Please see the Registry Key Assignments document for valid settings for each registry key.

Once you enter the name for your new key, press the “Save” button.

Click to edit
INTEG JNIOR an existing
registry key
f 1iCy Control r{:onﬂguration r Registry Editor r Command Line
N\ /
‘ Add Key ‘ | Edit Key ‘ DelMDelete Key ‘ | Refresh
3 ' DevicelAppletVersion = 3.1.1
[y sBoatTime ice/Desc = INTEG JHIOR
D Mo Device/HelperLibraryVersion = 1.0.4
D T Highlight the Device/ProtocolVersion = 3.0.77
0y key you would
¢ = like to edit.
D De .
D HelperLibraryVersion m il =
[y Protocalversion IE‘ Edit Registry Key:
§- =2 Email = [Demo JNIOR |
¢ 1 INTEG! AN
D Subject | OK | ‘ Cancel\
D ToAddress
o= 3 onConfig!
o= ] Externals/ Enter the
100 new value of
¢ I Inputs! the selected
¢ CTdints key
o= ] Usage/
- [ Outputs/ ||
o= 3 rout/
o= [ routd/
o= ] IpConfig/ -
I Login as Different User

After you enter the value for your new registry key, you will see your new key inserted into the
appropriate folder in the Registry Editor. You have now successfully entered a new registry entry.

Delete Folder

This registry editor screen gives the user the ability to easily delete the complete folder and all
associated keys in the JNIOR registry.
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To delete a registry folder, click on the desired folder then press the “Delete Folder” button at the top
of the Registry Editor tab.
A popup box will appear, asking you to verify that you would like to delete the selected Registry
Folder. If you press “Yes”, the selected registry folder will be permanently deleted.
Delete Key

This registry editor screen gives the user the ability to easily delete existing keys in the JNIOR
registry.

To delete a registry key, click on the desired key then press the “Delete Key” button at the top of the
Registry Editor tab.

A popup box will appear, asking you to verify that you would like to delete the selected Registry Key.
If you press “Yes”, the selected registry key will be permanently deleted.
Refresh Key

To refresh the JNIOR registry tree, press the “Refresh” button at the top of the Registry Editor tab.
The latest registry structure and values will be displayed.

4.4 “Command Line” tab

The Command Line tab gives the user an easy “command line” method of interacting with the JNIOR
for setting the date, viewing logs, editing the registry, etc.

Please wait a second after you click the Command Line tab. The connection is being made and will
automatically log you in or prompt you for a login.

Please see the Command Line Communications Manual for a more detailed description of
commands available for use.

To disconnect from the JNIOR either click on the Disconnect button on the top of the java Applet or
type bye. This will close the Telnet session.

To have a completely blank page, click on the Clear Window button at the top of the java Applet.

To list all the Command Line commands available, click on the Help button at the top of the java
Applet or type help at the command line prompt and the majority of the commands will be listed. (It
may take a few seconds the first time you click help to list all the commands.) For the individual
commands, you can type help then the command name and hit your enter button to list
directions/options for any specific command.
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Demo JNIOR
r 10 Control rCDHﬂguration r Registry Editor rCOmmand Line rAppIications rAbout |

‘ Disconnect || Clear Window H Help

Welcome to JWICE (3/N 209020174) running 05 v3.1.2

[ 1]l

09020174 leogin: Jjnior
09020174 password:
09020174 /> date
ar 21 19:39:00 GMT 2009
9020174 /> date EST
9020174 /> date
ar 21 15:39:0& EST 2009
9020174 /> registry
). Registry Editcr
;right (C) 2005-09 INIEG process group, inc. &11 Rights Reserwved.
Help for more information.

[

[ s A W A |
HomoR R e R

=

L B % T U I B ST I N ]

=

7.

(=)

m
et

Content of /..
1 &BootTime = Sat Mar 21 18:26:38 GMI 2009
gModel = 310
= alNumker = 209020174
i = 3.1.2

[RERE = R A I S PV N ]

13 <exit>

Key {(cr ## selecticn) to Add/Editc/Remowve? -

Login as Different User

4.5 “Applications” tab

This tab lists the three software applications that are included with each JNIOR. The applications
are briefly explained on the tab. Please consult the appropriate application user manual.

From this tab, the user can enable either one of the serial port applications, but not both. Both can
be enabled, but require the user to adjust the serial port usage by each application so that one
program uses the “default” Auxiliary Serial Port (top edge of the JNIOR) and the other uses the
optional RS232 Port (bottom edge of the INIOR and also serves as the command console port).
Please consult the Serial Control or Serial-to-Ethernet manuals for further details.

The Task Manager program can be started from the tab and can run in conjunction with either serial
application.

After selecting one of the applications to run and clicking on the Save button, you will be asked to
reboot the JNIOR.

NOTE: The JNIOR must be rebooted to allow for the application to start. The application will
continue to run and start after each reboot until the box is ‘unchecked’ or the Run key
removed via the Registry Editor tab and the JNIOR rebooted.

JNIOR A Network 1/0 Resource

Web Based Interface Manual — Release 3.1

32



INTEG Process Group, Inc.

NOTE: Although all the applications can run at the same time with proper configuration, the
user should be aware that depending upon each application’s usage and other JNIOR
functions occurring, the INIOR response can be slowed down.

Demo JNIOR
[ 10 Control | Configuration | Registry Editor | Command Line | Applications | About |

[]|serial Control

The Serial Control software application provides the user with a way to monitor and control the internal JNICR I/0
and external 4 Relay Out expansion modules through an RS-232 connection using the Auxiliary Serial port or the

R5-232 port. The AUX serial port is the default port. Please consult the Serial Control Manual on how to change
to the RS-232 port.

[ ] Serial to Ethernet Converter

The Serial to Ethernet Converter software application provides the user with the ability to use the JNIOR as a
bridge connecting serial devices to the Ethernet vial the Auxiliary Serial port or the R5-232 port. The AUX serial
port is the default port. Please consult the Serial To Ethernet Manual on how to change to the RS-232 port.

[] Task Manager

The Task Manager software application provides the user with the ability to configure tasks on the JNIOR for output

control, data logging, resetting data and/or sending emails. These tasks can be defined as recurring based on time
or interrupt driven.

NOTES: 1. Inorder to run the Serial Control and Serial to Ethernet Converter applications at the same time you must
make the necessary configuration changes to use different serial ports and start the programs one at
a time via the Command Line tab or a telnet session.

2. Please see the manuals for each application on the JNIOR CD for mare details.

Login as Different User
4.6 “About” tab

This tab shows some important information for the current JNIOR, such as the serial number,
Operating System version, the time the JNIOR was last booted and the version information for the

Java Applet Configuration Page. The Java Applet Configuration Page consists of 3 Java programs —
the Applet, Protocol Library and Helper Library.

For users logged in with administrative rights, the reboot key is available to reboot your JNIOR.
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IJNIOR

[ 110 Control | Configuration | Registry Editor | Command Line | Applications | About |

Device Info

Serial Number 209070102

Model jr310

0S Version 3.4.1103.839

Boot Time Wed Nov 04 15:41:58 EST 2009

Version Info

Applet 3.3.1020.1419
Protocol Library 3.2.1016.1604
Helper Library 1.1.1019.1130

Administrative

Contact Info
INTEG Process Group, Inc.
Www.integpg.com
JNIORSales@integpg.com

Login as Different User

5 LOGGED ON AS “USER” PRIVILEGE LEVEL

After you successfully log onto the JNIOR as a “User”, the I/O page should appear within 30 seconds.
When you are logged in with “User” privileges, you will be permitted to view the current status of the
JNIOR I/0O and change the status of any relay output, but will not be allowed to modify any configuration
items. After you log in, the Java Applet Configuration Page tabs will look as shown below, graying out
those that are not available to the “User”.

The following sections describe the available functions.

51 “]/O Control” tab

From the 1/0 Control tab, the “User” can control (on, off, toggle, plus) the Internal relay outputs, but
the “User” cannot reset the counters or usage meters or clear a latched input. The “User” also has
complete control of any External 1/O.

5.2 “About” tab

This is the same as if you login as an administrator, except the reboot key is not functional.
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Demo JNIOR
10 Control |/I2c|nfigu|'atic|n rRegier-,'EcliLnr rljon'umanclLine |/A|J|Jli|:atinns rAbou't |

External

Internal

INPUTS OUTPUTS

1 - Digital In 1  Open 1-Relay Out 1
Counts Hours Alarms Hours

0 ) 0.00 ' 0.00 ' din2 : localhost
2 - Digital In 2  Open 2 - Relay Out 2 Toggle
Counts Hours Alarms Hours

0 ) 0.00 ' 0.00 '
3 - Digital In 3  open 3-Relay Out 3 Toggle
Counts Hours Alarms Hours

0 ' 0.00 i 0.00 i
4 - Digital In 4  Open 4-Relay Out4 Toggle
Counts Hours Alarms Hours

0 ) 0.00 ' 0.00 '
5 - Digital In 5 ~ Open 5 - Relay Out5 Toggle
Counts Hours Alarms Hours

0 ' 0.00 i 0.00 i
6 - Digital In & ~ open § - Relay Out 8 Toggle
Counts Hours Alarms Hours

0 ) 0.00 ' 0.00 '
7 - Digital In 7 ~ Open 7 -Relay Out7 Toggle
Counts Hours Alarms Hours

0 ' 0.00 : 0.00 :
8 - Digital In 8 ~ Open 8 - Relay Out 8 Toggle
Counts Hours Alarms Hours

0 ) 0.00 i 0.00 i

6 [ Login as Different User L

OGGED ON AS “GUEST” PRIVILEGE LEVEL

After you successfully log onto the JNIOR as a “Guest”, the I/O page should appear within 30 seconds.
When you are logged in with “Guest” privileges, you will be permitted to only view the current status of
the JNIOR 1/O, but will not be allowed to control any of the outputs, reset counters or usage meters or
modify any configuration items. After you log in, the Java Applet Configuration Page tabs will look as
shown below, graying out those that are not available to the “User”.

The following sections describe the available functions.
6.1 “1/0 Control” tab

As a “Guest” you can only monitor. No control is available.

6.2 “About” tab

This is the same as if you login as a “User” where the reboot key is not functional.
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Demo JNIOR
I/IrOControl rCaningratiDn rRegistw Editor rCUmmancI Line rhpplications rAboul |

Internal | External

INPUTS OUTPUTS

1 - Digital In 1  Open 1-Relay Out 1
counts Hours Alarms Hours Slaved To:

1 0.00 0.00 din2 " localhost
2 - Digital In 2 ~ open 2 -Relay Out 2
Counts Hours Alarms Hours

1 0.00 0.00
3 - Digital In 3  open 3-Relay Out 3
Caunts Haurs Alarms Haurs

0 0.00 0.00
4 - Digital In 4  open 4 -Relay Out 4
Coaunts Haurs Alarms Haours

0 0.00 0.00
5 - Digital In 5 ~ open 5-Relay Out 5
counts Hours Alarms Hours

0 0.00 0.00
& - Digital In & ~ Open 6 - Relay Out &
Counts Hours Alarms Hours

0 0.00 0.00
7 - Digital In 7 ~ open 7 -Relay Out 7
Caunts Haurs Alarms Haurs

0 0.00 0.00
8 - Digital In 8  Open 8 - Relay Out 8
Coaunts Haurs Alarms Haours

0 0.00 0.00
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Summary

INTEG Process Group, Inc.

Thank you for purchasing the INIOR. Hopefully this manual made the getting-to-know
process of your new JNIOR very quick and easy. The JNIOR has many more
wonderful tools and features available, and are explained in detail in the supplied

documents.

Copyright

Notice

Trademarks

Use Restrictions

Copyright © 2009 INTEG Process Group, Inc.
All rights reserved.

Every effort was made to make this manual as accurate and useful as
practical at the time of the writing of this manual. However, all
information is subject to change.

Trademarks are the property of their respective holders.

Sun, Sun Microsystems, the Sun logo and Java are trademarks or
registered trademarks of Sun Microsystems, Inc. in the United States
and other countries.

Microsoft, Windows, MS-DOS and Internet Explorer are registered
trademarks of Microsoft Corporation.

HyperTerminal is a registered trademark of Hilgraeve, Inc.

This User’s Manual and the software contained in the JINIOR are
copyrighted by INTEG Process Group, Inc. and may not be copied or
reproduced without prior consent from INTEG Process Group, Inc.
INTEG Process Group, Inc. is not responsible for any errors or
omissions that may be contained in this manual.

Please do not hesitate to contact our JINIOR team at INTEG Process Group, Inc. We
can be reached via phone, fax or e-mail as follows:

INTEG Process Group, Inc.
2919 E. Hardies Road

1% Floor

Gibsonia, PA 15044

WWwWWw.integpg.com

JNIORsales@integpg.com

PH (724) 933-9350 extension 20
FAX (724) 443-3553
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