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Sending Email/Text with the INIOR

Last Updated August 8, 2012

The following is an explanation of how to utilize the JNIOR to send an e-mail and text
with alarm notifications, data, etc. using its SMTP (Simple Mail Transport Protocol)
functionality.

Please contact INTEG via e-mail at JNIORsales@integpg.com or via phone at 724-933-
9350 extension 20 with any questions. Please visit our website at www.integpg.com for
any updates and manuals.

JNIOR Software Version

The e-mail functionality is available in JINIOR OS 3.X, but it is advised that you update
your JNIOR to the latest INIOR Operating System, 4.3, available on our JINIOR
Downloads page at the link below.

Please download the All in One Update zip file, but do NOT unzip the file. Please use
the INIOR Support Tool (also available on the Downloads page) and go to the Update
tab, click Open Project and then navigate to where you saved the zip file and select it.
The JNIOR Support Tool will unzip it. Then click Publish Update to JNIOR.

http://www.integpg.com/jnior/ethernet i0.aspx#page=downloads content.aspx

Email Overview
The JNIOR has several different ways it can send an e-mail as follows:

1) The JNIOR can be configured so that it does NOT use a email server to relay the
e-mail and the JNIOR will deliver the e-mail directly to the recipient’s e-mail
server.

2) The JNIOR can be configured to use an e-mail server and the JNIOR will connect
to the e-mail server, give it the e-mail, and the server will send it.

3) The JNIOR can be configured to use a third party paid service that will relay the
e-mail for the JNIOR and even allow the JNIOR to send e-mail via another port
instead of the typical port 25. Many Internet Service Providers (ISP) will block
port 25 for home Internet users.

NOTE: The JNIOR has the capability to log into an e-mail server, however, the JNIOR
cannot make a secure connection using SSL.
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Email Configuration

The following instructions are based on using JNIOR OS 4.3. The instructions are
similar for earlier versions of the INIOR OS except some functionality, such as, the
capability to login to an e-mail server, is not available with the earlier OS.

In order to send e-mail, your INIOR must be configured with a Gateway and at least one
Domain Name Server (DNS). The JNIOR will need to be able to reach the DNS to
resolve the mail host address for the recipient’s e-mail address. The IP configuration can
be completed using the JINIOR Support Tool. Right click on your JNIOR in the Beacon
tab and select the Configuration option. A pop-up box will allow you to complete all the
necessary items as shown below.

5 INIOR Support Tool

File  “iew Tools Options  About
Beacon :.Devices_" Macio | Update | Logs || Snapshot |
? Senial Mumber < Hostname IP Address Subnethdask MAC Address 05 Yersion Last Announced
| 105100305 wiebdemo 10.0.0.200 4.3.111.1238 2
211016731 m e e 25 2 [ 3411161135 2
110100457 Query 255.255.286.0 4.2.929.1229 2 :20:30 A
| 311030078 Query gl 255.255.255.0 00:E0:35:11:61:6a 4.3.111.1238 242842012 9:20:30 AM
211010670 1 255.255.255.0 00603511303 431111238 242842012 3:20:30 AM
211020155 Query Mew 255.255.255.0 0603511487 431111238 242842012 1:2210 PM
209080016 255.265.265.0 00:60:35:0c:87:19 4259231229 242842012 3:20:31 AM
411030001 BULCEEY 255,255, 255.0 D0:E0:3510:cb 431111238 2/28/2012 5:20:31 AM
211016760 ] ] 255.265.265.0 06035113922 431111238 242842012 9:20:31 AM
211030518 Identify 255.266.255.0 060351483 da 43.228.1154 2742842012 11:58:24 AM
211030425 Set Hostname 255.255.255.0 00:60:35:14:24:37 429231229 242842012 9:20:30 AM
310030006 : ; 255.255.255.0 00:60:35:10:04:47 431111238 242842012 3:20:30 AM
211030302 Canfiguration | 255.255.285.0 00:60:35:14:faca 429291229 242842012 9:20:30 AM
211080201 -} 255.265.266.0 00:60:35:12:4%:fb 4.2.929.1229 242842012 9:20:30 AM
2110320500 Macro Execution i -G 3511 (1 hil 4 o 220112 990021 A hkd
210080587 JNIOR Information
210100097 Reboot
211070538 -} [
110100439 Telnet Serial Number 211090425 Enable Beacan :
R Open FTP MAC Address  00:60:35:14:ed: Responds to "Query New'
Launch Web Page Auto Announce [
Manage IP List O Use DHCP
-

(&) Use the following IP Config

IF Addreszing

IP Address . o . 0 . 182 Primary DNS o, o0 . 0. 4
Subnet M ask 255 . 255 . 285 . 0 Secondary DMS | 65 . 92 . 189 . 2

Default Gateway) | 10 . 0 . 0 . 1 DNS Timeaut 5000 ms

Domain Mame

for example integpg. com'*

Time Zone |GMT [+0000)  » 0k ] [ Cancel
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After you have set-up your IP configuration, you will have to decide how you want to
send an e-mail using one of the 3 methods previously described. Here are some tips for
deciding:

e Many e-mail servers have spam filters and will block e-mails coming from an
unknown sender. The JNIOR e-mail is identified by the recipient e-mail server
based on the JNIOR’s “from’ e-mail address. How this is set is discussed later in
this document.

e If you want to have your e-mail server receive the e-mail server and relay it to the
end recipient, your e-mail server may require the JNIOR to login. The JNIOR can
login, but it cannot login using a secure connection. Please verify the type of
connection your e-mail server requires.

e The default port used by most e-mail systems is port 25. This means the JNIOR
will attempt to send the e-mail to the e-mail server using port 25. Some ISP’s will
block port 25 so that a device cannot send e-mail via this port. This is typically
done for home Internet access so that large amounts of spam cannot be sent via
port 25. The JNIOR has the capability to allow the default port of 25 to be
changed to any other port. This allows the JNIOR to work with third party
services that will receive an e-mail over other predefined ports and then relay the
e-mail to the end user. Please verify from your ISP if port 25 is blocked.

Configuring the JINIOR ‘From’ Address

Every e-mail the INIOR sends will have a ‘from’ address. The from address consists of
the following:

hosthname@domain_name
The hostname and domain name can be set from the JNIOR Support Tool on the Beacon

tab or from the JNIOR web page on the Configuration Misc. tab. From the Beacon tab,
right click on your JNIOR IP address and select Set Hostname or select Configuration.

Enter Mew Hostname g@@ O Use DHCP
(%) Use the following IP Config
Set Mew Hosthame
P &ddrezzing DHS
IP &ddress 0. 0 . 0 .182 Frima
Ok ] [ Cancel Subnet Mask 280 0 28R 285 . 0 Seco
Default Gateway m. o . 0.1 OHS

Comain Hame
far exampls “integpg.con’

Time Zone |GMT [+0000] s
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Or from the JNIOR web page.

1/0 Contro Cnnﬁguratiun Registry Editor r Command Line rnpplicaﬁuns r About |

‘ Sawve Configuration || Cancel Changes H Refresh Current Tab

-
( Display r Input / Owutput |/ Alarm Management r Events Management |/ Slaving rIP Config [T/ Misc. ‘|

Title | Value | S
General

Dievice Description jr210080682
ServiceHost IP

Enahle logding ta the fjniario log file
Compression Enabled

MTF Server clockisc.org
JNIOR Protocol
JHIOR Server part number Q00
JHIOR Server Login enabled
JHIOR Server Anonymous User
MODBUS

Enable Mobus Server

modhus Server Port a0z
modbus Server Login enabled
SNMP

SHMP Enahbled

SMMP Trap Address

Email

Host Mame jr210080682
Domain Marme
SMTF Semver 0000
SMTF Fort 25
SMTF Usernarme
SMTP FPassward

L=

=]

[=]

=

[

When selecting your ‘from address’, it does not matter to the JNIOR what you use. It
matters more to the recipient and in particular their e-mail server or spam filter. For
example, if we use a hostname of JNIOR and a domain name of integpg.com our
e-mail server will reject the e-mail and not deliver it to a recipient such as

jniorsales@integpg.com because our e-mail server knows that INIOR@integpg.com is
not a valid e-mail address.

However, this ‘from address’ may work fine for a recipient besides someone at INTEG.

If we were to configure the INIOR as  JNIOR@zoominternet.net (where
zoominternet.net is the domain for a local ISP), our spam filter will let this e-mail
through to any recipients in INTEG because our spam filter has been programmed to
accept e-mail from the domain zoominternet.net.




JNIOR Application Note INTEG Process Group, Inc.

Configuring the SMTP Server

If you want to use method 1 and have the JNIOR send the e-mail directly to the
recipient’s e-mail server, then you do NOT want to do any of the following configuration
items. If you enter an IP address or URL for a SMTP Server, then the JNIOR will try to
use it. Leaving it blank (or 0.0.0.0) means that the JNIOR will attempt to send the e-mail
directly to the recipient by using the DNS to resolve the IP address of the recipient’s e-
mail address and deliver the e-mail to that server.

If you want to use your e-mail server or a third party then you need enter some or all of
the following information via the JNIOR web page on the Configuration — Misc. tab as
shown below (complete screen picture was previously).

Email

Host Mame jr21o0en&Ea
Domain Mame
SMTF Server 0000
SMTF Fort 25
SMTF Lzername
SMTF Password

SMTP Server

This is the IP address of your e-mail server (such as 10.0.0.4) or the URL of a third party
service, such as relay.dnsexit.com. DNS Exit is a third party service that provides Mail
Relay Outbound Service (www.dnsexit.com) for a small fee (about US$1.50 per month
for 150 e-mails per day).

SMTP Port

In most situations, you will not want to change the default SMTP port. It will stay as 25.
However, if your ISP is blocking port 25, then you will have to use a service such as
provided by DNS Exit and they offer alternate SMTP ports (26, 940, 8001, 2525 and 80)
to relay the JNIOR e-mail. Please change the port number, if required.

SMTP Username and Password

A username and password only needs to be entered if your e-mail server requires one. If
you are using a service such DNS Exit, then they will provide you with a username and
password to enter. The password will be encrypted and will display as ***** the next
time you open the JNIOR web page.
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Below is an example of a completed e-mail set-up when using a third party mail relaying
service.

Email

Host Mame test

Damain Mame roominternet.net
SMTF Server relay.dnsexit.cam
SMTP Por 940

SMTF Llsername rshulkosky
SMTF Passwaord i

Configuring an Email Profile

The JNIOR can send e-mail to a variety of recipients. Each alarm or action that involves
an e-mail will require you to select an email profile. You enter the e-mail profiles on the
JNIOR web page — Configuration tab — Events Management tab as shown below.

110 Cnntrnl Configuration . Registry Editor rCommand Line rnpplicatinns rnhnut |

| Save Configuration H Cancel Changes H Refresh Current Tab
—— ———
(Displa‘y rlnput.fOutpul rnlarm Management (r Events Management“Slaving rIP Config rMisc. |
Event Mare |Enabled Frofile e T
On Boaot L]
o Alarm v |=default=
0on Alarm v |=default=
On Alarm?2 v |=default=
On Usage v |=default=
On Canfing []
Lr——
< = O ottt )
ast 7 |To Address JMIORsales
CC Address
BCC Address
Subject
hMessage
message File
HTML Message File
Aftachments

e
Qdd Email Pruﬁle)

[ —
Remowve Email Profile
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You first click on the Add Email Profile button in the lower left corner. This will cause a
box to pop-up so you can provide a name for your e-mail profile. After you click OK, the
profile name will display in the left window under the name <default>.

NOTE: You can configure the <default> email setting, but it is recommended that you
create email profiles with a name that you recognize.

You must then click on the email profile name in the left window so that you can
configure it in the right window. Your email profile name will display at the top.

You only need to enter a To Address. All other fields can be blank and the JINIOR will
fill in a subject line and text in the body appropriate for the event triggering the e-mail.

You can enter multiple e-mail addresses in any address field, but they must be separated
by a comma.

If you enter a Subject or Message, then it will replace the default ones used by the
JNIOR.

If you want to attach a file to the e-mail, then you must provide the filename, for
example, jniorboot.log. This would attach the jniorboot.log file created each time the
JNIOR boots.

If you are logging data on the JNIOR and it is stored in a different location, then you
must add the folder path, such as /www/logs/hourly.csv and this will attach the file
named hourly.csv stored in the folder LOGS located in the folder WWW.

Sending a Text Message with the INIOR

The JNIOR cannot send a direct text message, but can send an e-mail to your phone
service provider that converts it to a text message that will be sent to your phone. In the
JNIOR e-mail profile, you enter the e-mail address according to the format provided by
your mobile provider. The major cell phone providers in the USA have the following
format:

Verizon phonenumber@vtext.com

AT&T phonenumber@txt.att.net

Sprint phonenumber@messaging.sprintpcs.com
T-Mobile phonenumber@tmomail.net

Sending an e-mail from the JNIOR to one of the e-mail addresses above will cause the
message to show up on your cell phone as a text message.



